1. Select Password Reset Action

The password reset action can be found by selecting Forgot My
Password from the web-portal:
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Brand the entire application with your organizations colour schemes
using Enterprise Edition themes.
More Information

Forgot My Password

Forgot Your Password? Set a New One Here

My Account

View Your Account Details

& Administration

From the Mobile app:

Forgotten your Password?

The first item from the Desktop component under the login prompt
titled, Forgotten your Password?:

’ Password l

Forgotton your Password?

Locked your Account?




2. Identification

Enter your username in the form of firstname.lastname and then
click Next.
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.ii' Password Reset

Reset the password on your Active Directory account

Locked yourself out. use the Enterprise Edition to self-unlock your own accounts.
More Information

Enter Your User Name

To be able to reset your password, your user account name is required. Please type it in below.

User Name: firstname lastname
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3. Authentication

With the username entered the next step requires the user validate
that they are the owner of the identity with security questions.
Complete the answers you created for the questions when you setup
your account. Click Next.
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.i-' Password Reset

Reset the password on your Active Directory account

Reset more of your accounts whether their on-premise or in the cloud with the Enterprise Edition.

More Information

Answer Your Personal Questions

You must now provide correct answers to all 2 of the following questions.

Show answers on screen

©® What time of the day were you born?
midnight

@ \What was the last name of your favourite teacher?

aristotle
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4. Set New Password

With authentication successful the final step is to define a new
password. Please ensure you follow the password restrictions on the
right. Click Finish.
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_i-' Password Reset

Reset the password on your Active Directory account

Reset more of your accounts whether their on-premise or in the cloud with the Enterprise Edition.

More Information

Your New Password

Please choose your new password. It must match

Password Rules

Minimum length:7

Maximum length:127

Dictionary words are allowed
May not contain your username

New Password [ eseesses

Confirm New Password [} eeeeenee

And must comply with at least
3 of the following rules :-

Digits required:1
Minimum lower case:1
Minimum upper case:1
Symbols required:1
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5. Password Changed with Notification

With the new password set Nervepoint Access Manager notifies
success on the final line. If at any stage Nervepoint Access Manager
finds an issue it will be highlighted in the summary.

Resetting Password

Complete

B Starting password reset

B Retrieving identity

B Synchronizing identity

B Verifying your details

B Resetting password

Emailing password change confirmation

Close

A successful password reset via Desktop does not provide a
summary instead a dialog is visible on success or failure as shown
below.
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Plaase anter 2 naw passaord that...
* Is no mere than 127 character(s) 'ong
* 15 at least ? charactar(s) long
¥ Has atleast Laumenc character ()
*Contars at least 1lowearcase character(s)
¥ Contans at keast 1 uppercase character(s)
*Uses at leas: 1 symbol charactar(s)
¥ May not contan your usamama
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